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CREANET - Creative Rights European Agency NETwork - Project Profile, Information Society 
Technoloqies. Feb. 18, 2000. 






Crocker et al., "MIME Object Security Services," Network Working Group RFC 1848, Oct. 1995. 
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Deering, S.E., "Host Extensions for IP Multicasting," Network Working Group, RFC 1112, Aug. 1989. 






Deliverable D3: Specification of the Infrastructure and Explanation of Trust and Confidence Building 
Solutions, Ver. 0.1. Telenet. Jul. 18, 2000. 






Denning, A., OLE Controls Inside Out, Microsoft Press, 1995. 






Denning, Dorothy E.R., "Secure Personal Computing in an Insecure Network," Communications of the 
ACM, August 1979. Vol. 22. No. 8. pp. 476-482. 


\ 


J 


Denning, Dorothy E.R., Cryptography and Data Security, Addison-Wesley Publishing Company, 1982, 
Reprinted with corrections. Jan. 1983. 




Denning, Dorothy E.R., et al., Data Security, 11 Computing Surveys No. 3, Sep. 1979, pp. 227-249. 


l-tr- 


Denning, P.J., Computer Under Attack: Intruders, Worms, and Viruses, ACM Press, 1990. 



Examiner 



Date Considered: 



'Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 



Page 15 of 39 



( *** # 






OMB No. 0651*0011 




INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 




Atty. Docket No.: 07451.0005-03000 


Application No.: 09/466,171 


Applicant: Karl L. Ginter, et al. 


Filing Date: December 17, 1999 


Group: 2132 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 




Department of Defense Computer Security Center, "Department of Defense Password Management 
Guideline," Department of Defense Computer Security Center, April 12. 1985, pp. 1-34. 




Department of Defense Standard, "Department of Defense Trusted Computer System Evaluation 
Criteria," December 1985, pp. 1-72. . : m 






Deutsch, P., "GZIP File Format Specification Version 4.3," Network Working Group, May iyyo. pp. 
12. , — — — 






Diffie, Whitfield, "Authentication and Authenticated Key Exchanges", Sun Microsystems ana tseii- 
Northern Research, March 6, 1992. ..... 






Diffie, Whitfield, "The First Ten Years of Public-Key Cryptography", Proceedings of the ibbb, vol. f b, 
No. 5. May 1988. — 






r\ifr. n lA/hi+fiaiH £»♦ oi "MoiA/ nirprtinn*; in Crvntoaraohv " IEEE Transactions on nformation Theory, 
Vol. 22. No. 6. Nov. 1976, pp. 644-51 . = 






i-Mff;« xA/^iffi^iH a* ai Priuaru nn thp Line* The Politics of WiretaDDina and Encryption. Massachusetts 
institute of Technoloav. 1 998. 






Digital Broadband Delivery System, Phase 1 .0, System Overview, Revision 1 .0, Scientific Atlanta, 
1997. 






Digital Rights Enforcement and Management: SuperDistribution of Cryptolopes, IBM. 






DiLascia, Paul, "OLE Made Almost Easy: Creating Containers and Servers Using MFC 2.5, Microsoft 
Svstems Journal. April 1994. pp. 13-33. 






Doster et al., "Third-Party Authentication in the Institutional File System," Center for Information 
Technoloqy Intearation. — 






Dougherty, D., et al. t The Mosaic Handbook for the X Window System, O' Reilly & Associates, 1994. 






Downs, D.D., et al., "Issues in Discretionary Access Control," Proceedings of the 1985 Symposium on 
Security and Privacy. April 22-24, 1985, Oakland, California, pp. 208-218. 






Dukach, S., "SNPP: A Simple Network Payment Protocol," MIT Laboratory for Computer Science, 
(undated). 7 paqes. 






Eastlake III, D., "Physical Link Security Type of Service," Network Working Group RFC I4bb, May, 
1993. 






Eastlake III, D., et al., "Randomness Recommendations for Security," Network Working Group Rhu 
1750, Dec. 1994, . 






EFT Network Data Book; 1993 Edition, Bank Network News, Vol. 11, No. 13, Nov. 1992. 




Eizenberg, G., " Contribution of information Technology Security to Intellectual Property Protection, 
CERT-DERI. , ^ — : 




Electronic Reverse Copyright Management System (ERCOMS), International institute tor tiecironic 
Library Research, website updated by Ramsden. Anne, Jul. 22. 1996. 



Examiner 



Date Considered: 



•Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 
" Page 16 of 39 



OMB No* 0651-0011 



INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 



Atty Docket No.: 07451.0005-03000 


Application No.: 09/466,171 


Applicant: Karl L Ginter, et al. 


Filing Date: December 17, 1999 


Group: 2132 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 




Ellison, C. et al., "SPKI Certificate Theory," Internet Engmeenng Task Force (it 1 1-) Hi-C ZbUi, bept. 
1999 38 paqes. available at http://www.ietf.ora/rfc/rfc26939.txt?number=2693 




Email from Chris Drost-Hansen re press release: "AT&T Launches A2B Music Trial for Dehvenng 
Sonqs Over the Internet," Business Wire, Nov. 3, 1 997. 




Email from Edmond Kouka to Jean-Francois Boisson re TELENET TELEtraining platform - Bogdan 
Lutkiewicz. Poland. Gdansk. Mar. 4, 2001. 






Enterprise Solutions Announces RSA Mail, RSA Security News, viewed at 

. . . i — . ._;k# AMm/n aum> /nr/QAAi O html !> Ha tori laniiarv 12 1994- DD 1-2. 

<http //rsasecuntY.com/news/pr/y**in n^-z.nimi.^, umea ocmucny i^, i jw, pp. ■ _ 






Epstein, J., "A Trusted X Window System Server for Trusted Mach/ 1 Usenix Association Proceedings, 
Mach Workshop. October 4-5. 1990. Burlington. Vermont, pp. 141-155. 






Erickson, John S., "A Copyright Management System for Networke Interactive Multimedia , 
Proceedings of the 1995 Dartmouth Institute for Advanced Graduate Studies. 1995. 






r ri .L eAn irthn ci M Rinht«5 Manaaement Throuah Enhanced Attribution". Presented at I NET 96 
Proceedings. June 1996. . — — 






ESPRIT Project 20517 - COPYSMART CITED based multi-media IPR management on cost effective 
smart device, Summaries of Projects (FP lll/IV) - Part I, European Information technology for 
Information Science, Oct. 1998. 






ESPRIT Project 20676 - IMPRIMATUR - Intellectual Multimedia Property Rights Model ana 
Terminology for Universal Reference," IMPRIMATUR Consortium, Oct. 1998. 






ESPRIT Project 22226 - MUSE - Developing Standardized Digital media Management, Signaling and 
encryption Systems for the European Music Sector," International Federation of the Phonographic 
Industry. Oct. 1998. 






ESPRIT Project 24378 - MENHIR European Multimedia Network of High Quality Image Registration, 
Museums On Line, Feb. 1, 1997. _ 






ESPRIT Project: 5469: Contract Amendment Number 2; Commission of the European uommunmes, 
Sep. 16, 1993. — 






Europe and The Global Information Society Recommendations to the European Council, bamgemann 
Report, www.medicif.org web pages, Global Information Society. Mav 1994. 






Everett, David B. t "Smart Card Tutorial-Part 1," Sep. 1992. 






Farmer, D., "The COPS Security Checker System," July 10, 1992. 




V 


"Federal Criteria for Information Technology Security," Vol. II, Version 1 .0, National Institute of 
Standards and Technoloav and National Security Agency, December 1992, 270 pages. 




Feistel, H. "Cryptographic Coding for Data-Bank Privacy," IBM document RC 2827, Mar. 18, 1970. 




Ferraiolo. D., et al., "Role-Based Access Control," Reprinted from the Proceedings of the 15th 
National Computer Security Conference. 1992. pp. 1-11. 



Examiner 



Date Considered: 



•Examiner- Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 

Page 17 of 39 




OMB No. 0651-0011 




INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 



Atty. Docket No.: 07451.0005-03000 


Application No.: 09/466,171 


Applicant: Karl L. Ginter, et al. 


Filing Date: December 17, 1999 


Group: 2132 



^ OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 




Fine T. et al, "Assuring Distributed Trusted Mach," Secure Computing Corporation, 1993, 13 pages. 






Finin et al, "A Language and Protocol to Support Intelligent Agent Interoperability," Proceedings of the 
CE & CALS, Washinqton '92 Conference. Apr. 1992. 






Forcht, KA, Computer Security Management, Boyd & Fraser Publishing Company, 1994. 






Forum on Risks to the Public in Computers and Related Systems, The Risks Digest, Vol. 15, Issue 
39. January 21. 1994, pp. 1-12. , 




Pnrum nn Tprhnoloav-Based Intellectual Property Management - Electronic Commerce tor Content, 
IMA INtellectual Property Proceedinqs, Vol. 2, June 1996. 




Franklin. M., et al., An Overview ot oecure uisinuuiion oompuung, ivicjiom i™, pp. i— 




Franz, M., "Technological Steps Toward a Software Component Industry," Institut fur 
Computersvsteme, Zurich. Switzerland, (undated). 23 paqes. 




Frederick, Keith P., "Certification and Accreditation Approach". Air Force Cryptologic Support Center 
(OL-FP), 




Fuchsberger et al., "Public-key Cryptography on Smart Cards," Information Security Group. 




Fugini, M.G., et al., "Authorization and Access Control in the Office-Net System," Computer Security 
in the Aqe of Information. 1989. pp. 147-162. 




Fugini, M.G., et al., "Security Management in Office Information Systems," Computer Security. A 
Global Challenqe. 1984, pp. 487-498. 




Galvin, J., et al., "Security Protocols for version 2 of the Simple Network Management Protocol 
(SNMPv2)," Network Workinq Group RFC 1446. Apr. 1993. 




Galvin, J., et al., "SNMP Security Protocols," Network Working Group, July 1992, pp. 1-26. 






Gamble, Todd, "Implementing Execution Controls in Unix." Usenix Association, Proceedings of the 
Seventh Systems Administration Conference, November 1-5, 1993, Monterey, California, pp. 237- 
242. . 






Garfinkel, Simson, et al., Practical UNIX Security, O' Reilly & Associates, Inc., 1991. 






Garfinkel. Simson, PGP: Pretty Good Privacy, O' Reilly & Associates, Inc., (undated). 




Gasser, M., et al., The Digital Distributed System Security Architecture," Reprint from the 
Proceedinqs of 1989 National Computer Security Conference, 1989. pp. 1-13. 




Gaster. J. L, "Authors' Rights and Neighboring Rights in the Information Society, DG XV/E/4, 
European Commission. m . — 






Gemplus, MCOS: Multi Application Chip Operating System - Introduction, Gemplus card 
International. 1990. - 



Examiner 



Date Considered: 



•Examiner* Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 
" " Page 18 of 39 











( ^^li 






OMB No. 0651-0011 




INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 




Atty. Docket No.: 07451.0005-03000 


Application No.: 09/466,171 


Applicant: Karl L. Ginter, et al. 


Filing Date: December 17, 1999 


Group: 2132 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 




General Magic Picks RSA, RSA Security News, viewed at <http://rsasecurity.com/news/pr/94un 
3.html.>. dated January 12, 1994, pp. 1-2. 




Gifford, D.K., "Cryptographic Sealing for Information secrecy ana Autnentication," t/ommunicauuns 01 
the ACM. vol. 25. no. 4. April 1982. DP. 274-286. 


e- 


i — i 


Gifford, O.K., et al., "The Cirrus Banking Network," Communications of the aum, vol zb, no. <», 
Auqust1985. dp. 798-807. 




-\ — 


Gilde, R., "DAT-Heads: Frequently Asked Questions," 1991, Release 3.1, Sep. 2, 1992. 






G treys, G.K., unoersianaing ana using ^urr, \j Remy o M»&uoim«, mi*., i^uv. iwu. 






<r> u »TL ft n,. Am ;eA rt f l AMc IVV1IQ Rarlf in fVmtrnl " ^nftvuarp Mpw<; March 1985 DD 51-58. 

Giatzer, n., i ne rromise ot l/mns iviio dock in i^ururui, ouuwaic i^cwo, maiun iw^i kk* wi ^ 






Gligor, V.D., et al., "Object Migration and Authentication," IEEE Transactions on Software 
Enqineerinq. vol. SE-5, no. 6, November 1979, pp. 607-611. 






Gong, Li, A Secure Identity-Based Capability System, University or oamonage oompuier 
Laboratory. January 1989, pp. 1-15. 






Gong, Li, et al., "Signing, Sealing and Guarding Java Objects," Mobile Agents and Security, G. Vigna, 
editor, Sprinqer-Verlaq, 1998, Vol. 1419 of LNCS. pp. 206-216. 






Gosler, James, "Software Protection: Myth or Reality", Lecture Notes in Computer Science, Advances 
in Cryptoloqy - Crypto '85 Proceedinqs. 1985. 






Gosling, J., "Oak Intermediate Bytecodes," 1995, 5 pages. 






Gozani et al., "GAFFES: The Design of a Globally Distributed File System," Report No. UCB/CSD 
87/361: Computer Science Division (EECS). U.C. Berkley, Jun. 1997. 






Greenwald et al., "The Distributed Compartment Model for resource management and Access 
Control." Technical report Number TR94-035, The University of Florida, Oct. 1994. 






Griswold, Gary N., "A Method for Protecting Copyright on Networks", IMA Intellectual Property 
Proceedinqs, Vol. 1, Issue 1, January 1994. 






Gruber, R. ( et al., "Disconnected Operation in the Thor Object-Oriented Database System," 
Laboratory of Computer Science, Massachusetts Institute of Technology, (undated), pp. 1-6. 






Guide to the Secure Configuration and Administration of Microsoft Exchange 5.x®, National Security 
Aqencv, June 20, 2002. dd. 1-58. 






Halfhill, Tom R., et al., "Agents on the Loose," Byte.com, February 1994, pp. 1-2. 




J- 


Halfhill, Tom R., et al., "Just Like Magic?." Byte.com, February 12, 1994, pp. 1-5. 


^ 


\ 


Haller, N., "The S/KEY One-Time Password System," Network Working Group RFC 1760, Feb. 1995. 


— rr 


Handwritten note re: GVS and AJL, Mar. 2, 1994. 



Examiner 



Date Considered: 



•Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PT01449 



Patent and Trademark Office - U.S. Department of Commerce 

Page 19 of 39 



( 






OMB No. 0651-0011 




INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 




Atty. Docket No.: 07451.0005-03000 


Application No.: 09/466,171 


Applicant: Karl L. Ginter, et al. 


Filing Date: December 17, 1999 


Group: 2132 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 




Hansen, S.E., et al., "Automated System Monitoring and Notification with Swatch," Proceedings ot tne 
1993 LISA, Monterey, California. November 1-5, 1993, pp. 101-108. 




Hardjono, Thomas, "Record Encryption in Distributed Databases," Department of Computer Science, 
University of New South Wales, January 1990, pp. 386-395. 








Hardy, N., "The Keykos Architecture," Eighth Edition, December 1990, pp. 1-8. 








Harn, Lein, et al., "A Software Authentication System for the Prevention of Computer Viruses, ACM, 
1992*, pp. 447- .450 








Harris, J., et al., "Bento Specification," Apple Computer, Inc., July 15, 1993, 106 pages. 






Harty, K., et al., "Case Study: The VISA Transaction Processing System," May 30, 1988, pp. 1-23. 






Hauser Ralf C et al "LTTP Portection - A Pragmatic Approach to Licenseing", Institut fur 
Informatik, Universitat Zurich. Jan. 13, 1994. 






Hauser, Ralf, "Control Information Distribution and Access," Dissertation Der 
Wirtschaftswissenschaftlichen Fakultat Der Universitat Zurich, May 31, 1995. 






Hauser, Ralf, C, "Does Licensing Require New Access Control Techniques?," Institut fur Informatik, 
Universitat Zurich. August 12, 1993, 9 pages. 






Hawk, H.S., "RSA & General Magic," email to Good Guys, January 6, 1994, 1 page. 






Hearst, M.A., "Interfaces for Searching the Web," Scientific American, March 1997, pp. 68-72. 






Herzberg, A. et al., "Public Protection of Software," ACM Transactions on Computer Systems, Vol. 5, 
No. 4. Nov. 1987. pp. 371-393. 






Herzberg, Amir, et al., "On Software Protection", Proceedings of the 4th Jerusalem Conference on 
Information Technoloqy (JCIT), IEE Computer Society Proes., April 1984. 






Hewlett-Packard Chooses RSA, RSA Security News, viewed at 
<http://rsasecurity.com/news/pr/940112-5.html >, dated January 12, 1994, pp. 1-2. 






Hickman, Kipp, E.B., SSL 2.0 Protocol Specificatoin. 






Hilgraeve Ships Secure Version of HyperACCESS/5, RSA Security News, viewed at 
/ <http://rsasecurity.com/news/pr/940112-8.html.>, dated January 12, 1994, pp. 1-2. 






Hill, William et al. t "Edit Wear and Read Wear," Computer Graphics and Interactive Media Research 
Group, ACM: Mav 3-7, 1992. 




Hill, William et al., "History-Enriched Digital Objects," Computer Graphics and Interactive Media 
Research Group; Bell Communications Research, 1993. 




History of Computer Security: Early Computer Security Papers, Part 1 , National Institute of Standards 
and Technology, September 4, 2002, viewed at <http://csrc.nist.gov/publications/history/index.html> 

■ 1 



Examiner 



Date Considered: 



•Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 
" — Page 20 of 39 



JBSL 



uj! 



OMB No. 0651-0011 



INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 



Atty. Docket No.: 07451.0005-03000 



Application No.: 09/466,171 



Applicant: Karl L. Ginter. et al. 



Filing Date: December 17, 1999 



Group: 2132 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 




Hoffman, L.J., Modern Methods tor computer oecunry ana rnvacy, rrenuce-ndii, mo., i^r t . 






Hohl ( F., "Time Limited Blackbox Security: Protecting Mobile Agents from Malicious Hosts," Lecture 
Notes in Computer Science, Vol. 1419: Mobile Agents and Security, Springer-Verlag, 1998, G. Vigna 
Ed., dd. 90-111. 






Holsinger, E. ( How Music and Computers Work, Ziff-Davis Press, 1994. 






Holzner, S., Heavy Metal OLE 2.0 Programming, IDG Books Worldwide, Inc., 1994. 






Honeyman, P., "Digest of the First UNSENIX Workshop on Electronic Commerce (EC 95)," July 1995. 




Horsier, P., Communications and Multimedia Security II, Chapman & Hall, 1996. 




hkian D et al ComDuter Security Academic Press. Inc., 1979. 






Hutt, A.E., et al., Computer Security Handbook Second Edition, Macmillan Publishing Company, 

1QRR nn 901-917 






IBM Cryptolope Technology-Executive Summary, IBM, viewed on March 13, 2002 at <http://www- 
3.ibm.com/software/security/cryptolope.about.html> pp. 1-3. 






imprimatur News, imprimatur, Dec. 1998. 






Interchange Message Specification for Debit and Credit Card Message Exchange Among Financial 
Institutions," American National Standard, Accredited Standards Committee X9-Financial Services 
Committee, ANSI X9.2-1988, American Bankers Association, May 16, 11 






International Infrastructure Standards Panel, "IISP Need #31 -Containers or Secure Packaging," 
Electronic Publishing Research, September 18, 1995, pp. 1-3. 






International Infrastructure Standards Panel, "IISP Need #32-Authentication of Content," Electronic 
Publishing Research, September 18, 1995. dp. 1-3. 






International Infrastructure Standards Panel, "IISP Need #33-Control Enforcement," Electronic 
Publishing Research, September 18, 1995. pp. 1-3. 






International Infrastructure Standards Panel, "IISP Need #34-Billing and Payment," Electronic 
Publishing Research, September 18, 1995. pp. 1-3. 




/ 


International Infrastructure Standards Panel, "IISP Need #35-Reportmg," Electronic Publishing 
Research, September 18, 1995, pp. 1-3. 




International Standard IS08583, "Bank Card Originated Messages - Interchange Message 
Specifications - Content for Financial Transactions," International Organization for Standardization, 
AuqusMS, 1987. pp. 1-33. 




Internet Billing Server, Carnegie Mellon University, Prototype Scope Document, INI Tech Report, 
October 14. 1993. pp. 1-29. 



Examiner 



Date Considered: 



•Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 
— " Page 21 of 39 



APE), 






OMBNo. 0651-0011 




INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 




Atty. Docket No.: 07451.0005-03000 


Application No.: 09/466.171 


Applicant: Karl L. Ginter, et al. 


Filing Date: December 17, 1999 


Group: 2132 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 






\r*\mAxtr*s\f\r\ tn Qmort parHe u i n n C5pmnlu^ Card International March 21. 1991. 






loannidis, J. et al., "The Architecture and Implementation of Network-Layer Security Under Unix, 
Fourth USENIX Security Symposium Proceedings (Oct.), USENIX, Berkeley, cant. iyyj ( n pages. 


— A 




iOpener, Registered Trademark of National Semiconductor Corporation, Registration date October 4, 
1994. 1 page. „ — : 






iOpener. U.S. Patent and Trademark Prosecution History for National Semiconductor uorporauon, 
Registration date. October 4. 1994, 27 pages, TULIP Final Report. 




\ 


iPower's Data Security Approach, RSA Security News, viewed at 
<http7/rsasecurity.com/news/pr/940112-10.html.> t dated January 12. 1994. 






"iPower Technology," (undated), National Semiconductor, 11 pages. 






Jaeger, T, et al., "Support for the File System Security Requirements of Computational E-Mail 
Systems; November 1994. ACM 0-89791-732-4/94/0011. 9 pages. 






Johnson, H.L., et al., A Secure Distributed capaDiiity Basea bysiem, aum, iyoo, pp. o»^-*fu^. 






Johnson, R. ( "Info on Telescript," 1994 Software Agents List Archieve, December 6, 1994, pp. 1-4. 






Jones et al., "Credentials for Privacy and Interoperation," University of Illinois at Urbana-Champaign. 






JUKEBOX - Music Across Borders," LIB-JUKEBOX/4-1049. 






Kahn, D., The Codebreakers: The Story of Secret Writing, The Macmillan Company, 1967. 






Kahn, R., et al., "A Framework for Distgributed Digital Object Services, Corporation for National 
Research Initiatives, May 13, 1995. 






Kaliski, Jr., et al. "A Layman's Guide to a Subset of ASN.1, BER, and DER", RSA Laborato4nes 
Technical Note. 1991 , Revised November 1 , 1993. 






Kamens, J.I., "Retrofitting Network Security to Third-Party Applications-The SecureBase Experience, 
Symposium Proceedings, Unix Security IV. October 4-6. 1993. Santa Clara. California, pp. 41-57. 






Kaner, Cem et al., Testing Computer Software, Second Edition, Van Nostrand Reinhold, 1988. 




/ 


Kaplan, M., "IBM Cryptolopes, Super Distribution and Digital Rights Management," viewed at < 
<http://www.research.ibmx December 30, 1996, 
pp. 1-10. 




Karger, P.A.. et al.. "A VMM Security Kernel for the VAX Architecture," CH2884-5/90/0000/0002, IEEE 
1990, pp. 2-19. . 




Karger, PA, et al., "Multics Security Evaluation: Vulnerability Analysis," HQ Electronic systems 
Division. Hanscom AFB, Technical Report 19. June 1974. 14 pages. 



Examiner 



Date Considered: 



♦Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 
' Page 22 of 39 




OMB No. 0651-0011 



INFORMATION DISCLOSURE CITATION 



(Use several sheets if necessary) 



Atty. Docket No.: 07451.0005-03000 



Application No.: 09/466,171 



Applicant: Karl L. Ginter, et al. 



Filing Date: December 17, 1999 



Group: 2132 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 



Kastenholz, F., The Definitions of Managed Objects for the Security Protocols of the Point-to-Point 
Protocol," Network Working Group RFC 1472, Jun. 1993. 



Katzan, Harry, Jr., Computer Data Security, Litton Educational Publishing Company, 1973. 



Keefe, T.F., et al., "Prototyping the SODA Security Model," Department of Computer Science, 
University of Minnesota, 1990, pp. 211-235. 



Kelman, Alistair, "Electronic Copyright Management: Possibilities and Problems", Scientists for Labor 
Presentation, Nov. 14, 1996. 



■ ■ www ~. - - - — - - - -I - - 

Kelter, U., "Discretionary Access Controls in a High-Performance Object Management System," 1991 
IEEE Computer Society Symposium on Research in Security and Privacy, May 20-22, 1991, Oakland, 
California, pp. 288-299. 



Kelter, U., et al., "Type Level Access Controls for Distributed Structurally Object-Oriented Database 
Systems," Computer Security, ESCORICS 92, Second European Symposium on Research in 

Computer Security, Toulouse, France, November 23-25, 1992, pp. 21-40. 

Kent, S., et al., "Privacy Enhancement for Internet Electronic Mail: Part H-Certificate-Based Key 
Management," Network Working Group, August 1989, pp. 1-22. 



Kent, ST., "U.S. Department of Defense Security Options for the Internet Protocol," Network Working 
Group RFC 1108, Nov. 1991. 



Ketchpel, Steve P., et al. "Shopping Models: A Flexible Architecture for Information Commerce", 
Stanford University. 



Key Cryptolope Components, IBM, viewed on March 13, 2002 at <http://www- 
3.ibm.com/software/security/cryptolope.about.html> pp. 1-2 



Key Management Using ANSI X9.17, Federal information Processing Standards Publication 171, U.S. 
Department of Commerce, Apr. 1992. 



KeyKOS Principles of Operation, Key Logic document KL002-04, 1985, Fourth Edition, Jan. 1987. 



Kim, G.H., et al. "Experiences with Tripwire: Using Integrity Checkers for Intrusion Detection," Purdue 
Technical Report CSD-TR-94-012, Feb. 21, 1994. 



Kim, G.H., et al., "The Design and Implementation of Tripwire: A File System Integrity Checker," 
November 19, 1993. 



Kim, L, et al., "Novell Cuisine," Proceedings of the ACM SIGUCCS User Services Conference XIX, 
November 3-6. 1991, Seattle, Washington, pp. 183-184. 



Kim, W., et al., "Features of the ORION Object-Oriented Database System," 1989, pp. 251-282. 



Kim, W. ( et al., "Object-Oriented Concepts, Databases, and Applications," ACM Press, 1989. 



Klemond, P., "Investigating Object Linking and Embedding, Part II: Adding Server Support," Microsoft 
Systems Journal, May/June 1992, pp. 87-94. 



Examiner 



Date Considered: 



•Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 



Page 23 of 39 



I -*ftt ft 






OMB No. 0651-0011 




INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 




Attv. Docket No.: 07451.0005-03000 


Application No.: 09/466,171 


Applicant: Karl L Ginter, et al. 


Filing Date: December 17, 1999 




Group: 2132 







OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 





Klemond, P.. Taking the Bull by the Horns: Investigating Object Linking and Embedding, Part I. 
Microsoft Systems journal. iviarcn/Hprii iaa^. w. ia jo- — 


K 


f — 


Kluepfel, H.M., "Securing a Global Village and its Resources: Baseline Security for interconnect 
Signaling System #7 Telecommunications Networks." 1993. pp. 195-212. 






Koenig A "Automatic Software Distribution," Usenix Association Software Tools users uroup, 
Summer Conference. Salt Lake City. June 12-15. 1984. pp. 312-322. 




\ 


is^m it a! ai The Funintion of the Kerberos Authentication Service," Digital Equipment 

Corporation. 1991. pp. 1-15. : ! — 






w«hi it ot ai °ThP Kerberos Network Authentication Service (V 5), "Network Working Group 
Request for Comments RFC-1510, September 1993. pp. 1-104. — ^ 






Kohl, U. t et al., "Safeguarding Digital Library Contents and Users," IBM research Division, u-lid 






Konheim, Alan, G., et al.,Cryptography: A Primer, John Wiley & Sons. Inc., 1981. 






Krajewski, Jr., M., "Applicability of Smart Cards to Network user Autnenucauon, oompuwiy oyswun, 
vol. 7. no.'l. Winter 1994. pp. 75-89. 






Krajewski, Jr., M., "Smart Card Augmentation of Kerberos,". The Mitre Corporation, (unoaieo;, o 






Krajewski, Jr., M., et al.. "Concept for a Smart Card Kerberos," The Mitre Corporation, (undated), 7 
oaoes. ■ 






Kramer, M.. "Strength in Numbers," PC Week, July 22, 1986, pp. 57-58. 






Kreutzer A N "An On-Line System for Controlling and Monitoring Software Usage in a 
Microcomputer Laboratory," SIGUCCS Newsletter, vol. 18. no. 2. 1988. pp. 29-32. 






Krol E The Whole Internet User's Guide and Catalog, 2nd. Ed., O" Reilly & Associates, Inc., 1992. 






Kurak, C, et al., "A Cautionary Note On Image Downgrading," Proceedings of the 1992 Computer 
Security Applications Conference. San Antonio. TX, December 1 992. 7 pages. 




Lacy Jack et al., "Music on the Internet and the Intellectual Property Protection Problem". 




Lagoze et al., "A Design for Inter-Operable Secure Object Stores (ISOS)," Cornell University, NCSA, 
CNRI. Nov. 1995. 




Lagoze Carl, "A Secure Repository Design for Digital Libraries", D-Lib Magazine, Dec. 1995. 




LaLonde Wilf R., etal.. Inside Smalltalk: Volume 1 , Prentice-Hall. Inc., 1990. 




Lampson, B.W.. "A Note on the Confinement Problem," Communications of the ACM, October. 1973, 
pp- 1-5- — ■ 




Lampson B.W., "Computer Security." Digital Equipment Corporation, 1991. pp. 1-54. 



Examiner 



Date Considered: 



•Examiner- Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 

" Page 24 of 39 



INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 



OMB No. 0651-0011 



Atty. Docket No.: 07451.0005-03000 



Application No.: 09/466,171 



Applicant: Karl L. Ginter, et al. 



Filing Date: December 17, 1999 



Group: 2132 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 




Lampson, Butler, et al., "Authentication in Distributed Systems: Theory ana practice, a^m i rans. 
Comnuter Svstems. Vol. 10. No. 4. Nov. 1992. 46 pages. 




f 


Landwehr, C.E ( et al., "A Taxonomy of computer Program Security Flaws, aum computer surveys, 
Vol 26. No. 3. September 1994, pp. 211-254. 


—A 




Landwehr, C.E., "Formal Models for Computer Security," Computer Surveys, Vol. 13, No. 3, 
September 1981. pp. 247-278. __ w 0fcJf> -,- ltnt 




\ — 


Langelaar, G.C. "Overview of Protection Methods in Existing TV and Storage Devices, sms- i uu- 
609-1, Final Ver. 1.2, Feb. 26, 1996. . _ 






Leary, P., "Are There Ciphers in Shakespeare?," 1995. pp. 1-18. 






Lehman, B., "Intellectual Property and the National Information Infrastructure, A Preliminary Draft of 
the Report of the Working c^roup on intellectual rropeny rtignib, juiy i»»*t, t niuuuuwuiy poyw 

PP. 1-141. =-r-r. — 






Leiss E. On Authorization oystems wim vj ran lor-uoniruiicu riujjayauuiiuii riivncyw, wm^vu 
83 February 28-March 3, 1983, San Francisco. California, pp. 499-502. 






Levine, P.H., et al., "Network License Server," Apollo, October 1987, pp. 1-19. 






Lewontin, S., et al., "The DCE Web Project: Providing Authorization and Other Distributed Services to 
the World Wide Web." February 22, 2002. . _ 






Lin, P., "The Encapsulated Security Services Interface (ESSI)," Computer Security (A-3/), PP- 
119-135. 






Linn, J., "Privacy Enhancement for Internet Electronic Mail: Part l--Message tncipnermeni ana 
Authentication Procedures." Network Working Group. August 1989. pp. 1-30. 






Lipson, S., "Little Black Box 'Blocks' Illicit Software Copying," Stamford Advociate, September 14, 
1986. pp. E1-E2. _ . 






List of Articles, <www.chaum.com/articles/list-of-articles.htm>, as on August 23, 2002, 4 pages. 






Lockhart, Jr., H.W., OSF DCE Guide to Developing Distributed Applications, McGraw-Hill, Inc., 1994. 






Lord et al., "Access Management in Multi-Administration Networks," IEE 2nd International Conference 
on Secure Communication Systems, 1986. 




I 


Lunt, Teresa. "Multilevel Security for Object-Oriented Database Systems," SRI International computer 
Science Laboratory. 1990, pp. 199-209. 


— 


Lynch, C, "Searching the Internet," Scientific American, March 1997, pp. 52-56. 




Mach Books, viewed on February 6, 2002 at 

http://www2.cs.cmu.edu/afs/cs/proiect/mach/public/www/doc/books.html.. pp. 1-3. 


— £V- 


"Manager's Guide to MPE/iX Security," Hewlett-Packard Company, April 1994. 



Examiner 



Date Considered: 



♦Examiner- Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 
" Page 25 of 39 



ui; 



OMB No. 0651-0011 



INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 



Atty. Docket No.: 07451.0005-03000 


Application No.: 09/466,171 


Applicant: Karl L. Ginter, et al. 


Filing Date: December 17, 1999 


Group: 2132 



^ /\ ^ OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 


CTT^ 


Mann, C.C., "Homeland Insecurity,' 1 September 2002. 






Mathy, Laurent, "Features of the ACCOPI Multimedia Transport Service", Lecture Notes in Computer 
Science, NO. 1045, Proc. of European worKsnop iumo yo, Marcn iyyo. 






Maude, T., et al., "Hardware Protection Against Software Piracy," Communications of the ACM, vol. 
27, no. 9, September 1984, pp. 951-959. „ 




i 


McCloghrie, K., et al., "Definitions of Managed Objects for Administration of SNMP Parties, Network 
Workinq Group, July 1992, pp. 1-17. . „ __ 




McCloghrie, K. t et al., "Management Information Base for Network Management of TCP/IP-based 
Internets," Network Workinq Group. RFC 1156 (May 1990). 




McCollum, C.J., et al., "Beyond the Pale of MAC and DAC-Defining New Forms of Access Control, , 
Unisys Defense Systems, 1990, pp. 190-200. 




Ms«r*FoiA/ n ot al lawa Qpriiritv inhn Wilf*v & Sons Inc 1997 




Medvinsky, G., et al., "NetCash: A Design for Practical Electronic Currency on the Internet, 1st 
Conference on Computer and Communication Security, November, 1993, pp. 102-106. 




Merkle, Ralph C, "Protocols for Public Key Cryptosystems", IEEE, 1980. 




Merkle, Ralph C, "Secure Communications Over Insecure Channels," Communications of the ACM, 
vol. 21 no. 4. April 1978, pp. 294-296. 




Meyer, C.H., et al., Cryptography: A New Dimension in Computer Data Security, John Wiley & Sons, 
Inc., 1982. 




Microsoft Authenticode Technology, Microsoft Corporation, Oct. 1996. 




Millen, J.K., et al., "Security for Object-Oriented Database Systems," Proceedings of the 1992 IEREE 
Computer Society Symposium on Research in Security and Privacy, May 4-6, 1992, Oakland, 
California, pp. 260-272. 






Miller, S.P., et al., "Kerberos Authentication and Authorization System," Massachusetts Institute of 
Technology, October 27, 1998, pd.1-36. 






Minear, S.E., "Providing Policy Control Over Object Operations in a Mach Based System," Secure 
Computina Corporation, April 28, 1995, 15 pages. 


— rr 


Miscellaneous letter from Georges Van Slype at Bureau Van Dijik, Feb. 28, 1994. 




Miscellaneous Letters from Georges Van Slype at Bureau Van Dijk, Apr. 19, 1994, Apr. 18, 1994, Apr. 
11. 1994, Apr. 6. 1994.. 




Miscellaneous Letters from Georges Van Slype at Bureau Van Dijk, Feb. 13, 1995 and Nov. 2, 1994. 



Examiner 



Date Considered: 



•Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 

" Page 26 of 39 









OMB No. 0651-0011 




INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 




Attv. Docket No.: 07451.0005-03000 


Application No.: 09/466.171 


Applicant: Karl L. Ginter. et al. 


Filing Date: December 17, 1999 




Group: 2132 







OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pag es, etc.) 

Miscellaneous Letters from Georges Van Slype at Bureau Van Dijk. Feb. 9. 1994 - J an - 27 - 1 | 9 f-^ n - 
19 1994 Jan. 12. 1994. Dec. 22, 1993. Nov. 30. 1993. Nov. 22. 1993. Dec. 6. 1993. Nov. 16. 1993. 
Oct. 15. 1993. Oct. 7. 1993. Oct. 4. 1993. Sep. 20. 1993.. 



Miscellaneous Letters fromGeorges Van Slype at Bureau Van Dijk, Mar. 30. 1994. Mar. 24. 1994. 
Feb. 10, 1994. 



Miscellaneous Letters from Georges Van Slype at Bureau Van Dijk. Mar. 30. 1995. 



Miscellaneous Letters from Georges Van Slype at Bureau Van Dijk. Sep. 12. 1994. May 11. 1994. 
10 1 994. Mav 6. 1994. Mav4. 1994. Apr . 21 r 1994. Apr. 20. 1994. 



MSV I W» I JJ Ti IVI« J Vi ■ w^~T| j » t ■ — — ■ i • -i-- - — - ' — - . - .- - — -— — - 

Moens Jan. "Case of Application of the Generic CITED Model to the CITEDisation of a Directory 
natah ase on CD-ROM. Ver. 2.0.° ESPIRIT II. Project 5 469. The CITED Consortium. Nov. 30, 1992. 



Moens. Jan. "Report on the Users Requirements. Ver. 1.0." ESPIRIT II. Project 5469. The CITED 

Con sortium. Nov. 27. 1991. . — — „^ . , r-r 

Moffett. Jonathan D., "Delegation of Authority Using Domain-Based Access Rules, thesis Impenal 
College of Science. Technology & Medicine. University of London. Jul. 1990 



Moffett Jonathan D., "Specification of Management Policies and Discretionary Access Control.' 
Department of Computer Science. University of York. June 28. 1994. pp. 1-28. 



Moffett. Jonathan D.. et al.. "An Introduction to Security Distributed Systems. Department of 
Computer Science. University of York. England. August 1993. pp. 1-14 



Moffett. Jonathan D.. et al., "Policy Hierarchies for Distributed Systems Management." IEEE JSAC 
Special Issue on Ne twork Management, vol. 11. no. 9. De cember 1993. pp. 1-4. 

r ' . _ .. a r* ******** DaIi/mi fr\r V 



Moffett. Jonathan D.. et al., "Specifying Discretionary Access Control Policy for Distributed Systems," 
Computer Communications, vol. 13. no. 9. November . 1990. 



Moffett Jonathan D.. et al.. "The Representation of Policies as System Objects." Proceedings of the 
Conference on Organizational Computer Systems (COCS '91). Atlanta, Georgia. November 5-8. 
1991. 16 pages. 



Monti'ni. G, et al.. "Access Control Models and Office Structures." Computer Security: A Global 
Challenge.' 1984 T pp. 473-485. 



Motorola MC68030 Enhanced 32-bit Microprocessor User's Manual. 2nd Ed., Prentice-Hall. 1989. 




MSDN-INF: LA N Manager 2.1 Server Autotuning (Part2), PSS ID No. 080078, Microsoft. Feb. 1993. 
MSDN-Licence Service Application Programming Interface, API Specification v1.02. Micorsoft, Jan. 
1993. 




Muftic. Sead. Security Mechanisms for Computer Networks, Ellis Horwood Limited. 1989. 



Mullender, S.. Distributed Systems. ACM Press, 1989. 



Examiner 



Date Considered: 



"Examiner- Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 
" "~ " Page 27 of 39 





OMB No. 0651-0011 



INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 



Application No.: 09/466.171 




Examiner 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 




NSA Korean War 1950-1953 Comme moration, History Papers, National Security Agency, 

SSST SgSSn^ E**™ "s .n— Access Co., 
March 1994. pp. 1-6. 



OLE 2.0 Draft Content: Object Linking & embedding", Microsoft, June 5, 1991. 



Olivier, M.S. et al„ "A Taxonomy for Sec ure Object-oriented Databases," ACM l ransacfons on 

natahsree Svstems Vol 19, No. 1. March 1994. pp. 3-46. ^ 

S5S M S^t aK/DISCO: A Discretionary Secu rity Mode, for Object-oriented Databases " ,n «3 
Gabte and WJ Caelii. Eds.. IT Security: The Need for International Cooperation, pp. 345-357, Elsever 
Science Publishers B.V. (North Holland). 1992. 14 pagee 




Olson MS et al . "Concurrent Acce ss Licensing." vol. 6, no. 9, Unix Review, 1988, pp. 67-74 

OMG Security Working Group. "OMG Whit e Paper on Security." OMG Security working uroup. Apnl 
1994. PP. 1-24. 



OOPSLA 1993: Addendum to the Proceed ings. "Security for Object-Oriented Systems.- sepiemoer 

26-October 1 . 1993. pp. 77-78. 

OpenDoc vs. OLE 2.0: Superior by Design. IBM. January 1994. pp. 1-4. 



Date Considered: 



^ aaq p aten t and Trademark Office - U.S. Department of Commerce 

Form rTO 1449 _ . - . — 

Page 28 of 39 





OMB No. 0651-0011 


^^TaTO^^ ^iiSAS^^INFORMATION DISCLOSURE CITATION 
mSL ^ 00 ^ (Use several sheets if necessary) 


Atty. Docket No.: 07451.0005-03000 


Application No.: 09/466,171 


Applicant: Karl L. Ginter, et al. 


Filing Date: December 17, 1999 s^^^r^ 


Group: 2132 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 




Orfali, R., et al., The Essential Distributed Objects Survival Guide, John Wiley & Sons, Inc., 1996. 






Organick, E.I., The Multics System: An Examination of Its Structure, MIT Press, 1972. 






OSF DCE Administration Guide-Core Components, open sottware i-ounaation, ki k rrenuce nan, 
1993. 






Paepcke, Andreas, "Summary of Stanford's Digital Library Testbed and Status, Stanford university, 
D-Lib Magazine. Jul. 1 996. 






Paradinas, Pierre et al., "New Directions for Integrated Circuit Cards Operating Systems." 






Park, J;S. f AS/400 Security in a Client/Server Environment, John Wiley & Sons, Inc., 1995. 






Payment Systems; Strategic Choices for the Future, Hitatcni Researcn institute, insmuie or Aavancea 
Business Systems, Hitachi, Ltd., 1993. 






Perlman, Bill, "A Working Anti-Taping System for Cable Kay-Ker-view," ittt i rans. un consumer 
Electronics, Vol. 35, No. 3, Aug. 1989. 






o^thio ot ai "rciiirfoiinpc fnr thp Sprurp Onpration of the Internet " Network Working Group, RFC 
1281. Nov. 1991. 






Picciotto, J., et al., "Extended Labeling Policies for Enhanced Application Support," Computers & 
Security, vol. 13, no. 7. 1994, pp. 587-599. 






Pietreck, M., Windows Internals: The Implementation of the Windows Opeartion Environment, 
Addison-Weslev, 1993. 






Pijenborg, Mari F.J., "Auteursrecht En De Digitate Bibliotheek," 195 Open, Jan. 1995. 






Pijnenborg, Mari FJ., "CITED Final Report," Elsevier Science B.V., Apr. 1994. 






PKCS #1:RSA Encryption Standard," RSA Laboratories Technical Note, Ver. 1.5, revised Nov. 1, 
1993. 






PKCS #10: Certification Request Syntax Stanard," An RSA Laboratories Technical Note, Ver. 1.0, 
Nov. 1.1993. 




PKCS #11: Cryptographic Token Interface Standard", An RSA Laboratories Technical Note, Ver. 2.0, 
Apr. 15, 1997. 




PKCS #12 v 1.0: Personal Information Exchange Syntax", RSA Laboratories, Jun. 24, 1999. 




'PKCS #13: Elliptic Curve Crytography Standard", RSA Security, Jan. 12, 1998. 




PKCS #15 v 1.0: Cryptographic Token Information Format Standard", RSA Laboratories, Apr. 23, 
1999 




PKCS #3: Duffie-Hellman Key-Agreement Standard," RSA Laboratories Technical Note, Ver. 1.4, 
revised Nov. 1. 1993. 



Examiner 



Date Considered: 



•Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 
" — Page 29 of 39 




OMB No. 0651-0011 



\ fir; 


INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 


Attv. Docket No.: 07451.0005-03000 


Application No.: 09/466,171 


Applicant: Karl L Ginter, et al. 


Filing Date: December 17, 1999 


Group: 2132 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 



PKCS #5: Password-Based Encryption Standard," An RSA Laboratories Technical Note, Ver. 1.5. 
1991-1993. Revised Nov. 1. 1993. 



PKCS #6: Extended-Certificate Syntax Standard," RSA Laboratories Technical Note, Ver 

Nov. 1. 1993. : — .. 

PKCS #8: Private-Key Information Syntax Standard." An RSA Laboratories Technical Note. 

1991-1993. Revised Nov. 1. 1993 



1.5, revised 
Ver. 1.2. 



Nov. 1. 



PKCS #9: Selected Attribute Types." RSA Laboratories Technical Note. Ver. 1 .1 . revised 

1993 — 

Polk T W "Approximating Clark-Wilson "Access Triples" with Basic UNIX Controls," Symposium 

P roceedings. Unix Security IV, October 4-6. 1993. Santa Clar a, California, dp. 145-154. 

Popek. Gerald, J., et al.. "Encryption and Secure Computer Networks," Computing Surveys, vol. 11. 
no. 4. December 1979. pp. 331-356. 



no. <t, uecemuei ia>g. vv- »»«< ' — : — 

Press. Jim. "Secure Transfer of Identity and Privilege Attributes in an Open Systems Environment, 

Comput ers' & Security, vol. 10. no. 2. 1991. PP. 117-127. ^_ — 

Press. Jim. et al. "A New Approach to Crytographic Facility Design", ICL Mid-Range Systems Div.sion 

Reading. Berks, UK. . — — — ■ — ; 

Privacy and the Nil: Safeguarding Telecommunications - Related Personal Infrmation, U.S. Dept. 

Commerce. Oct. 1995. 



of 



uommeitie, uw- . — - — — — ; — 

Proceedings- Technological Strategies for Protecting Intellectual Property in the Networked 
Multimedia Environment, 1994, Coalition for Networked Information, Interactive Multimedia 

A ssociation, John F. Kennedy School of Government, Journal of the Inte _ 

Protecting Electronically Published Properties, Increasing Publishing Profits, Electronic Publishing 
Resources Inc.. Collection of Documents Including, Jan. 1993. 25 pages. 



Purdy, G.B., et al., "A Software Protection Scheme," Proceedings of the 1982 Symposium on Secunty 
and Privacy, April 26-28, 1982. Oakland California, pp. 99-103. 



Rankine G "THOMAS-A Complete Single-Chip RSA Device." Advances in Cryptography, 
Proceedings' of CRYPTO 86. (A.M. Odivzko Ed.. Springer-V erlao) 1987. ■»• 480-8^ 



Rashid. R.F., CMU Computer Science: A 25th Anniversary Commemorative, Addison-Wesley 
Publishing Company. 1991. 



Reali. Patti. "Copy Protection: The answer to pay per view's Prayers?," .TVRO Dealer, Dec. 1994. 
Reiher, et al.. "Truffles - A Secure Service for Widespread File Sharing." UCLA, Trusted Information 



Systems. 



Reiher, et al.. "Truffles - Secure File Sharing With minimal system Administrator Intervention," UCLA. 
Trusted Information Systems 



Reilly AK "Input to the 'International Telecommunications Hearings,* Panel 1: Component 
Technologies of the NII/GII," Standards Committee T1-Telecommuncia tions (undated), 14 pages. 



Examiner 



Date Considered: 



•Examiner- Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 
Page 30 of 39 



INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 



OMB No. 0651-0011 



Atty. Docket No.: 07451.0005-03000 



Application No.: 09/466,171 



Applicant: Karl L. Ginter, et ai. 



Filing Date: December 17, 1999 



Group: 2132 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 




Request for Technology: Multimedia System Services, Ver. 2.0, Interactive Multimedia Association 
Compatibility Project, Nov. 9. 1992. — 




Request for Technology: Multimedia System Services, Draft, Ver. 1.1, Interactive Multimedia 
Association Compatibility proiect, uctoper io. laaz. . . 




Requirements for the Software License Management System. System Management Work Group. 

Rev. 3, Unix International, July ^o, iyy^. 




Rescorla, E., et al., "The Secure HyperText Transfer Protocol. 0 Enterprise Integration Technologies, 
June 1994. dd. 1-23. 






Rpqnick P "Filterina Information on the Internet," Scientific American, March 1997, pp. 62-64. 






Resnick, P., et al., "Recommender Systems," Communications of the ACM, Vol. 40, No. 3, Mar. 1997, 
pp. 56-58. — 






o:„u«r^^«r» n \m cior»tmntr Mnnpu* Px/niiitinn of an Electronic Funds-Transfer Svstem, The MIT 

r\ICnarOSOn, L*.VV., CIcwWUMIv* iviuiioy. uvuiuuui i ui aii uicv^uui iiv i uiimw » imiiwivi wj**«w... f 

Press, 1970. 






Rindfrey J.. "Security in the World Wide Web," Fraunhofer Institute for Computer Graphics, Dec. 
1996. ' 






Rindfrey, Jochen, "Towards an Equitable System for Access Control and Copyright Protection in 
Broadcast Imaae Services; The Equicrvot Approach," Fraunhofer Institute for Computer Graphics. 






Rivest, Ronald L, "The MD5 Message-Digest Algorithm," Network Working Group, April 1992, pp. 1- 
21. — - — 






Rivest, Ronald L, et al., "A Method for Obtaining Digital Signatures and Public-Key Cryptosysiems, 
Communications of the ACM. vol. 21, no. 2. February. 1978. pp. 120-126b. 






Rivest, Ronald L., et al., "SDSI - A Simple Distributed Security Infrastructure", MIT and Microsoft 
Corporation, April 30, 1996. _ 






Roberts, R. t et al., Computers Computer Security, Compute! Publications, Inc., 1989. 






Robinson et al., "Encoding Header Field for Internet Messages," Network Working Group RPC 1 154, 
Apr. 1990. 






Rose et al., "Structure and Identification of management Information for TCP/IP-based Internets, 
Network Working Group RFC 1155, Mav 1990. 






Rose, L, Cyberspace and the Legal Matrix: Laws or Confusion?, 1991, pp. 43-52. 




Rosenberry, W., et al., "Distributing Applications Across DCE and Windows NT," 1993. 




Rosenberry, W., et al., Understanding DCE, O'Reilly & Associates, Inc., 1992. 




Rosenthal, Doug, "EINet: A secure, Open Network for Electronic Commerce", IEEE, 1994. 




Ross, P.E., "Cops versus robbers in cyberspace," Forbes, Sep. 9, 1996. 



Examiner 



Date Considered: 



•Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 



Page 31 of 39 



/ i tO 

I £ 

V ^ £ 






OMB No. 0651-0011 




INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 




Atty. Docket No.: 07451.0005-03000 


Application No.: 09/466,171 


Applicant: Karl L. Ginter, et al. 


Filing Date: December 17, 1999 


Group: 2132 



n OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 




Rouaix, r., A weo Navigator wiin Mppiexs in uami, iinkim. 




Rozenblit, Moshe, "Secure Software Distribution", IEEE 0-7803-1811-0/94, 1994. 


IS 


k 


pqa Pntorc Wirolpcc Arpna RSA Securitv News viewed at <htto7/rsasecuritv com/news/Dr/9401 12- 
6.html.>. dated January 12. 1994, pp. 1-2. 






RSA Security; News; <http://rsasecunty.com/news/pr/9401.html.>, dated January 12, 1994, pp. 






RSA's Developer's Suite for Secure Electronic transactions (SET), S/PAY, RSA Data Security, Inc., 
1997. 






Rubin et al., "Formal Methods for he Analysis of Authentication Protocols CITI Technical Report 93-7, n 
Center for Information Technology Integration, Nov. 8, 1993. 






Rubin et al., "Long Running Jobs in an Authenticated Environment," CITI Technical Report 93-1, 
Center for Information Technology Integration, March 1993. 






Rubin, A.D., "Trusted Distribution of Software Over the Internet," Bellcore, 1995, pp. 1-9. 






Rushby, J.M., "Design and Verification of Secure Systems," ACM, 1981, pp. 12-21. 






Russell, D., et al., Computer Security Basics, O f Reilly & Associates, Inc., 1991. 






Russell, S., "Paradigms for Verification of Authorization at Source of Electronic Documents in an 
Integrated Environment," Computers & Security, vol. 12, no. 6, 1993, pp. 542-549. 






Russell, S., "Planning for the EDI of Tomorrow Using Electronic Document Authorization," Computer 
Security (A-37). 1993, pp. 243-251. 






Sammer et al., "New Tools for the Internet," Jeanneum Research, Graz University of Technology. 






Sander, T. et al., "Protecting Mobile Agents Against Malicious Hosts," Mobile Agents and Security: 
Lecture Notes in Computer Science, Springer-Verlag, G. Vigna, Ed., Vol. 1419, Nov. 11, 1997, 16 
pages. 






Sander, T. et al., "Towards Mobile Cryptography." IEEE Proceedings of Security and Privacy, May 
1998, 10 pages. 






Sandhu, Ravi S., "The Typed Access Matrix Model," Proceedings of the IEEE Symposium on Security 
and Privacy, Oakland California, May 4-6, 1992, pp. 122-136. 




Sandhu, Ravi S., et al., "A Secure Kernelized Architecture for Multilevel Object-Oriented Databases," 
Proceedings of the IEEE Computer Security Foundations Workshop IV, June 1991, Franconia, NH, 
DD. 139-152. 


r\ 


Sandhu, Ravi S., et al., "Data and Database Security and Controls," Handbook of Information Security 
Management, Auerbach Publishers, 1993, pp. 1-37. 



Examiner 



Date Considered: 



•Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 



Page 32 of 39 



r n 




OMB No. 0651-0011 





fry- . ■ — 

INFORMATION DISCLOSURE CITATION 




(Use several sheets if necessary) 


Attv Docket No.: 07451.0005-03000 


Application No.: 09/466,171 


ApDlicant: Karl L. Ginter, et al. 


Filing Date: December 17, 1999 




Group: 2132 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 





Sandhu Ravi, S., et al., "Implementation Considerations for the Typed Access Matrix Model in a 

i ■ « » j c«w:,««r««n* » DmrDDHinnc nf thp 1 5th NlST-SCSC National Computer Security 
Distnbuted Environment, rroceeaings ot ine louimoi ov^w iianv/iioi wvmhj*w«* j 

Conference, Baltimore. Maryland, October 1992. pp. 221-235, _ . _ 


/ 


fi 


~x — t — . o a4 m r\n\/ Trab* MowinQtinn i inrhartprpd Snace " National Computer security 
Savdjari, U.S., et al., LUoi\ ireK. Navigating unwiiaiieicu o^auc, hoimw 7 


A 


r 


^ ■ .... c "ir^ raHe in winh-<?pruritv Annlications " Voest-Aloine AG, (undated), pp. 177- 

Schaumuller-Bicni, S., lo-oaros in nign-oecuiiiy mp^iwuuhd, vw^i #-»w, v /( rr 

199. — — 




\ 


Schill A B et al "DC++: Distributed Object-Oriented System Support on top of OSF DUt, laW. 






Schill, A.B.. et al., "DCE-The OSF Distributed Computing Environment Client Server Model and 
Beyond." October 1993. — 






Schill A B et al.. "Mobility Aware Multimedia X. 400 e-mail: A Sample Application Based on a 
c.. m «H DiaHnrm fnr retributed Mobile ComDUtinq " Dresden University of Technology, Faculty of 
ComDuter Science. Undated), pp. 1-7. — -nftwarc 






Schneier B "Description of New Variable-Length Key, 64-bit oiock cipher (blowtish), h«R>i buiiwdie 
Encrvotion. Cambridge Security Workshop Proceedinqs, 1994. , u1 rjilcr° 






Schneier, Bruce. Applied Cryptography: Protocols, Algorithms, ana source oode in C, John w.i cy a 






Schulze Dr. J., "Case of Application of the Generic CITED Model to the CITEDisatton in the Software 
Distribution Process." ESPIRIT II. Project. Jan. 12. 1993, 






Schutzer. D., "A Need for a Common Infrastructure: Digital Libranes and Electronic commerce. 
Citibank, D-Lib Magazine. Apr. 1996. . 






Sebes E J "Overview of the Architecture of Distributed Trusted Mach," (undated), pp. 1-10. 






Sebes. E.J., et al., "The Architecture of Triad: A Distributed, Real-Time, Trusted System, (undated). 






Sebes. E.J., et al.. "The Triad System: The Design of a Distnbuted. Real-Time. Trusted System, 
(undated), pp. 1-12. 






Security Enhanced LINUX, National Security Agency, http://www.nsa.gov/selinux/. pp. i-z. 






Security in KeyKOS. 






Security Requirements for Cryptographic Modules, U.S. Department of Commerce (NIST). January 
11.1994. pp. 1-53. — 




Shaffer S L et al.. Network Security. Academic Press, Inc., 1994. 




Shirley J "Guide to Writing DCE Applications," 1st Ed. 1992. 


hfr- 


Shirley J et al.. "Guide to Writing DCE Applications." 2nd Ed. 1994. 



Examiner 



Date Considered: 



•Examiner: Initial if reference considered, whether or not citation is in conformance ^^^Jj*£ JSJjK* 
citation if not in conformance and not considered. Include copy of this form with next commun.cat.on to applicant. 



Form PT0 1449 



Patent and Trademark Office - U.S. Department of Commerce 
Page 33 of 39 



0 



OMB No. 0651-0011 



INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 



Atty. Docket No.: 07451.0005-03000 



Application No.: 09/466,171 



Applicant: Karl L. Ginter. et al 




OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 



Short K L, Microproc essors and Programmed Logic, Prentice-Hall, Inc., 1981. 

Sibert, Olin, et al„ 'The Intel 80x86 Processor Architecture: Pitfalls for Secure Systems," (undated), 

S?bert?0lin, et al.. Securing the Content. Not the Wire, for Information Commerce, InterTrust 
Technologies Corporation . 1996. 12 pages. 



SIGSALY Secure Digital Voice Com munications in World War II. National Security Agency. 

htt P // www nsa.gov/wwii/papers/sigsaly.ht m. October 13, 2000, pp. 1-2. 

Simon et al.. "Digital Images Protection Management in a Broadcast Framework: 

rw P ,, m .,/TAi isma n Rnlution." Thomson-CS F. RTBF. ART3000, UCL. — . _ 

Sirbu et al.. "NetBill: An Internet Com merce System Optimized for Network Delivered Serv.ces. 
Carnegie Mellon University. 



Uameqie IVieilUM imivGiauy. . ■ : -r-rr — — .. _ ft 

Smart Card 1993 Conference Proceedings, "Day 1: Communicat.ons and Marketing Systems & 
MarkP t nvarview." Lowndes E x hibition Organisers, Ltd., 1993, pp. 1-79 
Smart Card Technology International: T he Global Journal of Advanced Card Technology, Global 

' SmTh^ S et of Rules for Information Commerce: Rights-Protection 

TSoTogtes and Personalized-lnformation Commerce Will Affect All Knowledge Workers". 
rnmmiinicationsWeek. Nov. 6. 1995. 



Solomon. A.. PC Viruses: Detection. Analysis and Cure. Springer-Verlag. (undated). 



' Solomon Da niel. J., "Processing Multilevel Secure Objects." Proceedings of the 1981 Symposium on 

Security and Privacy. April 27-29. 1 981 . Oakland. California, pp. 56-61 . 

Specification for Financial Message Exchange Between Card Acceptor and Acquirer. X9.15. 
Amprinan National Standard, American Banker's Association. 1990 



SSL 1 10 ^P^S^cSon." viewed at http://home.netscape.com/eng/ security/SSL.2htm. January 
23. 2003 



St." Joh ns. M., "Draft Revised IP Security Option". Network Working Group. RFC. 1038. Jan. 1998. 
Stallings. W.. Cryptogr aphy and Network Security: Principles and Practice, Prentice-Hall, Inc., 1999. 
STARFISH State of the Art Financ ial Services for the in Habitants of Isolated Areas - Project Profile. 

Inf ormation Society technologies, t ime schedule. Jan. 21, 2000 - Jun. 30, 2002. 

Stefik. M., "Chapter 7. Classification," Introduction to Knowledge Systems. Morgan Kaufmann 

Publishers. Inc.. 1995. pp. 543-607. 

Stefik, M., "Trusted S ystems," Scientific American, March 1997. pp. 78-81. 

Stepney et. al.. "Formal specification of an Access Control System," Software-Practice and 
Experience. Vol. 17. No. 9. 1987. 



Examiner 



Date Considered: 



•Pvominpr initial if reference considered whether or not citation is in conformance with MPEP 609; draw line through 
E Sn if no! £ 'a^1SS^«»d. include copy of this form with next communication to apphcant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Depart ment of Commerce 
1 Page 34 of 39 



'O 

on 



OMB No. 0651-0011 





INFORMATION DISCLOSURE CITATION 




(Use several sheets if necessary) 


Atty. Docket No.: 07451.0005-03000 


Application No.: 09/466,171 


Applicant: Karl L. Ginter, et al. 





Filing Date: December 17, 1999 



Group: 2132 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 


At 


Strack Hermann "Extended Access Control in UNIX System V-ACLs and Context, usenix 
^H^S^S^di the Unix Security II Workshop. August 27-28. 1990. Portland. Oregon. 




Stubblebine. S.G.. 'Security Services for Multimedia Conferencing." Proceedings of the 16th National 
Computer Security Conference. Baltimore. Maryland. September 20-23, 1993, pp. 1-5. 






Swedlow Tracy "2000: Interactive Enhanced Television: A Histoncal and critical Kerspecuve, 

TAU^MA^Tracin^Authors' Rights by Labeling Image Services and Monitoring Access Network. 

ACTS. Swiss Participation in European Research Programs. Sep. 1. 1995. Aug. 31, 1998. 

-r ac etai "Amoeba Svstem." Communications of the ACM, Vol. 33, No. 12, Dec. 1990. 






Tanenbaum, A.S., et al.. "Distributed Operating Systems," Computing Surveys, vol. 17, no. 4, 
December 1985, pp. 419-470. : — ^ — ^ , „ 






Tanenbaum, A.S., et al., experiences wim me Mmueud ui»uiuu«?vj wh 0101 "^ ■ * 
Universiteit and Centrum voor Wiskunde en Informatica, 1990. _ _ 






TnnpnhPinm A f> et "The Amoeba Distributed Operating System," 1990. 






Tanenbaum A S et al.. "The Amoeba Distributed Operating System-A Status Report," 1991 . 






Tanenbaum, A.S.. et al.. "Using Sparse Capabilities in a Distributed Operating System, Vnje 
Universiteit and Centre for Mathematics and Computer Science.. 






Tanenbaum. A.S.. Modern Operating Systems. Prentice-Hall. Inc. 1992. 






Tanenbaum A S.. Operating Systems: Design and Implementation. Prentice-Hall. Inc. 1987. 






Tardo et al "Mobile Agent Security and Telescript." General Magic. Inc. 






Technical Description: Pay-Per-View Copy Protection, Macrovision, Jun. 1994. 






Technical Rationale Behind CSC-STD-003-85: Computer Security Requirements 

hit n // radium.ncsc.mil/tpep/librarv/rainbow/CSC-STD-004-85.html, June 25, ,1985, pp. 1-40. 






Technical Strategies for Protecting Intellectual Property in the Networked Multimedia bnv.ronmem, 
IMA Intellectual Prooertv Proceedings. Vol. I, Issue 1, January 1994 — 






TELENET TELEtraining Platform (on NETworks) - Project Profile. Information bociety i ecnnolog.es, 
time schedule r Mar. 6. 2000 • Mar. 30. 2000. 






Telescript Security. BYTE.com, Oct. 1994. 




The Armide Products, web page. 




The First USENIX Workshop on Electronic Commerce Proceedings. New York, New York, Juiy n- 
12, 1995. Usenix Association. . 



Examiner 



Date Considered: 



•Examiner Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
cEi not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 
" ' Page 35 of 39 




OMB No. 0651-0011 





INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 


Attv. Docket No.: 07451.0005-03000 


Application No.: 09/466,171 


Applicant: Karl L. Ginter, et al. 


Filing Date: December 17, 1999 


Group: 2132 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 




The Future of Cited: A Feasibility Study, ESPIRIT II. Project 5469. CITED Project neview, Apr. 15, 
1994. . 




tkp PnwMTV White Paoer. Dowertv.com website, October 11, 1996. 






The Risks Digest. "Forum on Risks to the Public in Computers and Related Systems, Vol. 15, Issue 
39. January 21. 1994. pp. 1-12 






■n.. DieUe riinoei "Pnn im on Rkk«s to the Public in ComDuters and Related Systems, vol. is, issue 
47. February 9. 1994. pp. 1-12. , , „ . 4 ... 






The Standard Business:Time for Change, European Commision DGin bspim rrojeci oin 
Consensus Forum, Nov. 3-4. 1998. . _ 






Think C* Object-Oriented Programming Manual, Symantec Corporation, 1989. 






THINK Pascal: The Fastest Way to Finished software, Symantec uorporauon, i»au, py. 






Thomas R K et al., "Implementing the Message Filter Object-Oriented Secunty Model without 
Trusted Subjects," Proceedings of the IFIP Workshop on Database Security, August 19-21, 1992, 
Vancouver, Canada, 21 pages. ™ _ - 






Thompson, Victoria P., et al., "A Concept for Certification of an Army MLS Management Information 
System" Proceedings of the 16th National Computer Security Conference, September 20-23, 1993. 






Thor "A Distributed Object-Oriented Database System," MIT. 






Thuraisingham, M.B., "Mandatory Security in Object-Oriented Database Systems, OOPSLA 89 
Proceedings, October 1-6, 1989. pp. 203-210. . - 






Thuraisingham, M.B., et al., "Parallel Processing and Trusted Database Management systems. 

ACM, 1993. „ . 






Ting T C et al., "Requirements, Capabilities and Functionalities of User Role Based Secunty tor an 
Object-Oriented Design Model." Database Security. V: Status and Prospectus, 1992, pp. 275-297. 






Tirkel A.Z. et al., "Electronic Water Mark," (undated), 5 pages. 






Toohey, J., Using OLE 2.X in Application Development, Que Corporation, 1994 






Townsend, J.E., "NIST on Internet Security," March 22, 1994, pp. 1-15. 






Trusted Unix Working Group (TRUSIX) Rationale for Selecting Access Control List Features for the 
UNIX (R) Svstem. National Computer Security Center, August 18, 1989. 




Tuck, Bill, "Electronic Copyright Management Systems: Final Report of a Scoping Study for Elib, Jul. 
19961 




TULIP Final Report, ISBN 0-444-82540-1, 1991, revised September 18, 1996. 



Examiner 



Date Considered: 



•Examiner Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 
~ " Page 36 of 39 




OMB No. 0651-0011 



INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 



Atty. Docket No.: 07451.0005-03000 



Application No.: 09/466,171 



Applicant: Karl L. Ginter, et al. 



Filing Date: December 17, 1999 



Group: 2132 



z3z 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 



Tygar, J.D. et al., "Strongbox: A System for Self Securing Programs," CMU Computer Science: 25th 
Anniversary Commemorative, R. Rashid (ed.) Addison-Wesley. 1991, pp. 163-197. 



4 



Uhler, Stephen A., "PhoneStation, Moving the Telephone onto the Virtual Desktop," 1993 Winter 
USENIX, San Diego, California, January 25-29, 1993, pp. 131-140. 



UniverCD: The InterActive, Online Library of Product Information From Cisco Systems, Cisco 
Systems 1993. 



Unix System v. Release 3.2. Programmer's Guide. Vol. II, AT&T, Prentice Hall, 1989. 



van Gilluwe, F. t The Undocumented PC: A Programmer's Guide to I/O, Cpus, and Fixed Memory 
Areas, Addison-Wesley Publishing Company, 1994. 



van Schyndel, R.G., et al., "A Digital Watermark," (undated), 3 pages. 



Van Slype, Georges et al, "The Future of CITED; a Feasibility Study," ESPRIT II, Project 5469, The 
CITED Consortium, Nov. 15, 1993. 



Van Slype, Georges et al., "Natural Language Version of the Generic CITED Model, Ver. 4.2, Vol. I: 
Presentation of the Generic Model," ESPRIT II, Project 5469, The CITED Consortium, May 8, 1995. 



Van Slype, Georges et al., "The Future of CITED: A Feasibility Study, Ver. 1.0, Vol. II: Full Report," 
ESPRIT II, Project 5469, The CITED Consortium, Feb. 28, 1994. 



Van Slype, Georges, "Draft CITED Interchange Formats, Ver. 1.0", ESPRIT II, Project 5469, the 
CITED Consortium, Jan. 28, 1994. 



Van Slype, Georges, "Knowledge Economy; Future Trends," CITED 5469. 



Van Slype, Georges, "Natural Language Version of the Generic CITED Model, Ver. 2.1, Vol. II ECMS 
(Electric Copyright Management System) Design for Computer Based Applications," ESPIRIT II, 
Project 5469, The CITED Consortium, May 8, 1995. 



Van Slype, Georges, "PL4 RACE/ACCOPI Workshop on Conditional Access and Copyright 
Protection," ESPRIT II, Project 5469, Presentation of the CITED, Nov. 9, 1994. 



Van Slype, Georges, "PL4 RACE/ACCOPI Workshop on Conditional Access and Copyright 

Protection," ESPRIT II, Project 5469, The CITED Consortium, Nov. 9, 1994. 

Van Slype, Georges, "The CITED Approach, Ver. 4.0," ESPRIT II, Project 5469, The CITED 
Consortium, Apr. 20, 1994. 




Van Slype, Georges, "The Future of CITED: A Feasibility Study, Ver. 1.0, Vol. I: Summary Report and 
and Recommendations," ESPRIT II, Project 5469, The CITED Consortium, Feb. 28, 1994. 



Van Slype, Georges, "The Future of CITED: A Feasibility Study, Ver. 1.1 , Vol. I: Summary Report and 
Recommendations," ESPRIT II, Project 5469, The CITED Consortium, Mar. 28, 1994. 



Van Slype, Georges, "The Future of CITED: A Feasibility Study, Ver. 1.1, Vol. Ill: Draft CITED 
Interchange Formats," ESPRIT II, Project 5469, The CITED Consortium. Feb. 28, 1994. 



Examiner 



Date Considered: 



•Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 Patent and Trademark Office - U.S. Department of Commerce 

" — " Page 37 of 39 









OMB No. 0651-0011 




INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 




Atty. Docket No.: 07451.0005-03000 


Application No.: 09/466,171 


Applicant: Karl L. Ginter, et al. 


Filing Date: December 17, 1999 


Group: 2132 



n OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, etc.) 




Vickers Benzel, T.C., et al., "Identification of Subjects and Objects in a Trusted Extensible Client 
Server Architecture " ( undated) do 1-17 




Vittal, J., "Active Message Processing: Messages as Messengers," Bolt, Beranek and Newman, Inc., 
1980 do 175-195 






Voydock, V.L., et al., "Security Mechanisms in High-Level Network Protocols," Computing Surveys, 
vol 15 no 2 June 1983 do 135-171 






Wagner, N. "Fingerprinting," Drexel University, IEEE Symp. On Info, and Privacy. Apr. 1993. 






Walker, Bruce, J., et al., Computer Security and Protection Structures, Dowden, Hutchinson, & Ross, 
Inc., 1977. 






Walker, S., "Notes from RSA Data Security Conference," January 18, 1994, pp. 1-3. 






Ware, W., Chairman RAND Corporation "Panel: The InterTrust Commerce Architecture," 1997, 6 
pages. 






Wayner, P., "Agents Away," Byte.com, May 1994, pp. 1-9. 






wayner, reier, uiguai oopyngnt protection, Academic Press, 1997. 






Weadon, P.D., "The SIGSALY Story," December 10, 2002. 






Wells, Rob, Odyssey of Plastic Purchase; 20-Second Round Trip, Associated Press, Dec. 1993. 






White Paper: The Future of Electronic Commerce, A Supplement to Midrange Systems, Premenos 
Corp. Document from Internet: <webmaster@premenos.com>, Auq. 1995, 4 paqes. 






White, J.E., "Telescript Technology: The Foundation for the Electronic Marketplace," General Magic, 
1994. 






White, James E., "Telescript: The Foundation for the Electronic Marketplace", Ver. 5.0, General 
Magic, Inc., November 30, 1993, pp. 1-13. 






White, S.R., et al., "ABYSS: A Trusted Architecture for Software Protection," (IBM Thomas J. 
Watson Research Center, Yorktown Heights, NY), 1987, pp. 38-50. 






Willett, S., "Metered PCs: Is Your System Watching You?, Wave Systems Beta Tests New 
Technology," IDG Communications, Inc., May 2, 1994, pp. 1-6. 


-v- 


Williams, S., "An MSJ Interview with Microsoft's Chief Architect of OLE, Tony Williams," Microsoft 
Systems Journal, October 1993, pp. 55-66. 




Williams, Tony, "Microsoft Object Strategy", Microsoft PowerPoint Presentation", 1990. 




Winslet et al., "Formal Query Languages for Secure Relational Databases," ACM Transactions on 
Database Systems, Vol. 19, No. 4, Dec. 1994. 




Wobber, Edward, et al., "Authentication in the Taos Operating System", Digital Equipment 
Corporation, December 10, 1993, 68 pages. 



Examiner 



Date Considered: 



•Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line through 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 



Page 38 of 39 




OMB No. 0651-0011 



INFORMATION DISCLOSURE CITATION 
(Use several sheets if necessary) 



Atty. Docket No.: 07451.0005-03000 



Application No.: 09/466.171 






'Wong, R„ et al- 'The SIDOS System: A Secure Distributed Operating System Prototype, uoyssey 
RecAfl'rrh Associates. October 1989. DP. 172-183. __ _ „_ t 


b 


°\ 


Wto Thomas, Y.C, et al., "A Framework for D.stnbuted AuthonzatJon,- Proceedings of tne 
Conference Computer and Communication Security. November 1993. pp.1 12-1 18. 






Wood PH et al.. UNIX System Security. Piplme Associates, Inc.. 1985. 






-wnrkinr, with Windows Objects," Microsoft Press. OLE 2 Programmer's Reference; Volume 1. 1994. 






Yee B etal -Secure Coprocessors in Electronic Commerce Applications,- proceedings of the F.rst 
M^^SchXpnn F^tornic Commerce New York. New York. July 1995, 6 pages 






Young W D . "Verifiable Computer Security and Hardware: Issues," Techmcal Report, uompuiax-ona, 






zSk giSff ^ *>™^ Applications,- Department of Computer 
Science. University of Utah, December 1993. 16 pages. . _ 




V 


7 P lnick Nate "Keeping Business Safe on the Internet." PC Magazine, April liWb.pp. 


/A. 


Zurko, M.E.. "Panels at the 1997 IEEE Symposium on Security and Privacy," Oakland, CA, May 1997. 
12 pages. 




GILBERT0 BARRON 
GUPOWISORY PrfVTFNT ' 





Examiner 



TECHNOLOGY CENTER 2100 



Date Considered: 



Form PTO 1449 



Patent and Trademark Office - U.S. Department of Commerce 
" * Page 39 of 39 



